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Abstract

Over the past decade, avariety of natural and malicious mishaps has befallen the Internet.

Natural traumas have included earthquakes (e.g. Northridge, CA, in 1994) and hurricanes (e.g. Floyd in 1999). Physical traumas have included
terrestrial and marine cable cuts (Ohio and the China Sea) and outright assault (9/11). In addition, there are SYN flood, viral, and DDoS attacks.

Different types of trauma have different effects upon the Internet in terms of latency and packet |oss. Recognition of the patterns of such effects
can be of both interest and value to those involved in the fabric of the Internet and routing of packets.

Security must be far more than merely firewalls and passwords. The future of security on the Internet will need to pay attention to virtual and
physical damage of both adventitious and malicious origin.

Packet switching networks are hard to destroy. Thisisimplicit in their very design. A network of packet switching networks -- the Internet -- is
even less fragile. However, anumber of events have disrupted Internet service over the decades. Some disruptions have been large, some small.

The Northridge Earthquake

On 17 January 1994 at 4:31 2AM PST (12:31 GMT), a magnitude 6.7 earthquake struck the suburb of Northridge, 20 miles (30 km.) northwest of
Los Angeles. In 15 seconds it led to the deaths of 15 people and injuries to more than 9,000. This was certainly amajor disaster. What effect did it
have on the Internet.

Weran scansat 2 AM and 4 AM PST, thus taking before and after snapshots. At that time, we noted:

Comparing the two series of scans, effects of the earthquake can be seen as far north as Lawrence Livermore L aboratories southeast of San
Francisco (which shows higher latencies immediately after the earthquake) and as far south as San Diego (which shows more traffic several hours
later). Ensenadain Baja California, Mexico, disappears just after the quake, but that is probably coincidence, as the host we are pinging in
Ensenada sometimes doesn’t respond.
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Figure 1 shows the reachability of 4872 destinations for the month of January 1994. The earthquake’s effect is clearly visible. It is also quite
shortlived: many computers crashed, but most were soon back up.

The quake did tens of billions of dollars in property damage and took most of the San Fernando Valley off the internet for more than a day. But
nearly all affected areas were up and running within aweek. The Internet as a whole (which consisted of about 750,000 hosts at that time) was not
affected beyond the immediate vicinity.

The main reason that the local Internet took a hit was simple: computers don’t run without power. The only long term damage was a router bank
that fell over (that’s why they should be anchored). When power was restored, all the other computers came back up.

Hurricane Floyd

Hurricane Floyd threatened the Caribbean islands and the eastern coast of the US for the first two weeks of September 19909. It achieved Category
4 status before it made landfall. 1t missed Hispaniola and Cuba completely, passed over the Bahamas, missed Florida, and Georgia, grazed South
Carolina, and went ashore in North Carolina. By then it had tapered off to tropical storm classification, still generating high winds and much rain,
but instigating far less damage than anticipated.

The expected overall effects on the Internet should be negligible. And in fact that’ swhat we see in the Matrix Net Services Internet Average,
(Figure 2) The graphs represent average I nternet performance.

The Internet Averageis ahigh-level summary of performance data measured from hosts all around the world. It provides one baseline against
which more specialized Internet performance data might be compared, serving a similar role as the Dow Jones Industrial Average doesin the
financial world.

However, negligible isn't the same as indetectible. We do in fact show a surge in both latency and packet loss on Monday 13 September 1999,
starting around 8AM EDT and continuing the entire working day.
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In Figure 2, the Internet viewlist shows a pointed latency spike about noon EDT. The peak of that spikeisat 186.4 milliseconds, which is about
16% higher than the usual 160 ms for a Monday afternoon. The www viewlist shows a smaller increase, to about 169 ms over the usua 158 ms of
aMonday afternoon, or about 7%. There's asmaller spike on both viewlists about 5PM Monday. Latency isround trip time, or lag there and back
again. It isadirect measure of Internet slowness.

What we don’t seeis much effect on Wednesday or Thursday, when Floyd actually made landfall. If anything, there may be a decrease in latency
on Wednesday. Looking more closely at the underlying Matrix 1Q data, and looking only at nodes in Florida as an example, here at MIDS we can
see that there was a drop in reachability at noon EDT Monday, and another at 5PM EDT. Reachability rachets back up by the same amounts at 7
and 9AM Wednesday. That looks like a couple of folks turning off their machines as they were being evacuated, and turning them back on as they
returned.

What might have been expected would be brief spikesin | SP performance either when Floyd passed over an area or later when batteries were
drained. Most 1SPs these days have pretty good backup power, so this would seem the most likely scenario. For big | SPs, the battery would only
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be on for about five minutes, and then emergency generators would take over. Then it's just availability of fuel for the generators. Smaller ISPs
might have bigger problems, since they have fewer resources for UPSes and generators.

Or, if damage was sufficiently severe and direct to actually take routers off the net, we might see an outage of a day or more, with a sharp
beginning and a gradual end as | SPs dug out and replaced broken equipment. This would be like the effects of the Northridge Earthquake, except
probably more severe because the earthquake effect was caused more by power outages than by direct damage.

What we seeinstead isalot of small latency and packet |oss events on Monday, before Floyd hit anything, and negligible effects afterwards. The
only big ISP that seemsto have significant later effects is Global-one. Looking very specifically at | SPs by region, we finally notice one router
going offline on PSINet in the southeast region around noon EDT Thursday. That’s not much of an effect, and it’s not even clear it's related.

This hurricane’ s bark was worse than its bite, where the Internet was concerned. Evacuation and fear of the hurricane caused much more effect on
the Internet on Monday than the hurricane itself. However, there was finally a brief but noticeable event on Friday, as shown in Figure 3.

The Internet viewlist shows a pointed latency spike about noon EDT. The peak of that spikeis at 186.4 milliseconds, which is about 16% higher
than the usual 160 ms for aMonday afternoon. The www viewlist shows a smaller increase, to about 169 ms over the usual 158 ms of a Monday
afternoon, or about 7%. There's a smaller spike on both viewlists about 5PM Monday. Latency isround trip time, or lag there and back again. It is
adirect measure of Internet slowness.

What we don’t seeis much effect on Wednesday or Thursday, when Floyd actually made landfall. If anything, there may be a decrease in latency
on Wednesday. Looking more closely at the underlying Matrix |Q data, and looking only at nodes in Florida as an example, here at MIDS we can
see that there was a drop in reachability at noon EDT Monday, and another at 5PM EDT. Reachability rachets back up by the same amounts at 7
and 9AM Wednesday. That looks like a couple of folks turning off their machines as they were being evacuated, and turning them back on as they
returned.

What might have been expected would be brief spikesin ISP performance either when Floyd passed over an area or later when batteries were
drained. Most 1SPs these days have pretty good backup power, so this would seem the most likely scenario. For big | SPs, the battery would only
be on for about five minutes, and then emergency generators would take over. Then it's just availability of fuel for the generators. Smaller 1SPs
might have bigger problems, since they have fewer resources for UPSes and generators.

Or, if damage was sufficiently severe and direct to actually take routers off the net, we might see an outage of a day or more, with asharp
beginning and a gradual end as | SPs dug out and replaced broken equipment. This would be like the effects of the Northridge Earthquake, except
probably more severe because the earthquake effect was caused more by power outages than by direct damage.

What we seeinstead is alot of small latency and packet |oss events on Monday, before Floyd hit anything, and negligible effects afterwards. The
only big ISP that seems to have significant later effectsis Global-one. Looking very specifically at ISPs by region, we finally notice one router
going offline on PSINet in the southeast region around noon EDT Thursday. That's not much of an effect, and it’s not even clear it's related.

This hurricang’ s bark was worse than its bite, where the Internet was concerned. Evacuation and fear of the hurricane caused much more effect on
the Internet on Monday than the hurricane itself. However, there was finally a brief but noticeable event on F
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1SPs are quite hardened against problems with electricity and telephone service, and even flooding. Certain kinds of problems still affect the
Internet, however, such as hysteria, seen here; cable cuts, which are likely the cause of the Friday event; and configuration problems inside the
1SPs themselves, which were not observed in this particular week.

Fiber Cut of 29 September 1999

About noon EDT on 29 September 1999 there was a massive fiber cut in Ohio, which took more than four hours to fix.

Thisinfrastructure outage was noticeable for the entire Internet, asillustrated by our Internet Average, as shown in Figure 4.

Not much damage is visible in latency, although interestingly enough most of what isvisibleisin the curve for Top Level Domain (TLD) Domain
Name System (DNS) servers.
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Packet loss clearly shows the event in all three curves; see Figure 5.
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But Reachability shows the most dramatic effects; see Figure 6.

We also examined the top 30 |SPs one by one, and found that only a few of them (AboveNet, GTE Internet, and PSINet) were noticeably
affected. AboveNet got it worst, and took a day to completely recover. All the other | SPs were essentially unaffected.

Outage of 7 October 1999

About 8 AM GMT (3 AM EDT) on 7 October 1999 there was a massive Internet outage, bigger than the one caused by the fibercut of 29
September 1999. This infrastructure outage was noticeable for the entire Internet.

Denial of Service Attacks

On Monday and Tuesday, February 7 and 8, 2001, alarge number of major sites across the US were assaulted by *‘ Denial of Service'’ (DoS)
attacks (e.g., eBay, Charles Schwab, Amazon.com, and Microsoft.com). These attacks are the result of millions of messages flooding a particular
host or gateway, overwhelming the resources and backing up traffic in a domino fashion.

Soon afterward, Attorney General Janet Reno said that the FBI would track and punish the miscreants. The President called another meeting. All
the *‘usual suspects’’ were rounded up.

There were security warnings, as well. In general, the newspapers and the TV reporters appear to be clueless on the differences between cracking
asite and blocking asite.

Just look at the *‘Internet Average’’ for 8 February; see Figure 7. It's completely clear that the entire Internet had higher packet loss and far lower
reachability for several hours. It's like a shark took a bite out of the net.

Other ‘Minor’ Events

There have been other interesting events: On 3 February 1999, IBM.net was out of service when an estimated 1.5 million people tried to view the
Victoria's Secret lingerie show. IBM.net had vastly underestimated the capacity the show’ s viewers would require. But what if you were one of
IBM.net’ s thousands of subscribers? Y ou got no performance at that time. But the Victoria's Secret lingerie show had no real effect on the
Internet; the release of the Starr Report caused several spikesin latency; see Figure 8.
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On 25 September 2000, the ISP Applied Theory showed wild fluctuation in reachability. This was caused by a*‘‘router flap’’ at Sprint. Rather
than the absolute drop shown in case of the DoS attacks, or the massive outages shown by fiber cuts, the up-down seesaw here reflects the router
trying to come up and succumbing again. When it was swapped out, everything returned to normal.

From 18:30PST on Tuesday, 23 January 2001 through Friday, 26 January, anumber of Microsoft-related Web sites just vanished. These included
microsoft.com, slate.com, expedia.com, and msnbc.com (which came back up at 16:30 on Wednesday, only to crash again. At that time,
hotmail.com went down, too.

On Wednesday evening, Microsoft spokesman Alan Sohn'* We screwed up. [ Tuesday] night around 6:30pm Pacific time we made a configuration
change to the routers on the DNS network.”’ Oh.

After first trying to pin the blame on ICANN and then on ‘**human error,”” Microsoft admitted that the second *‘ shut down’’ was the result of a
denial of service attack.

Under-Sea Cables

Over the past two years, there have been three incidents in which a cable in the China Sea has been severed by atrawler. Rather than elaborate on
each of these, we'll just talk about one: the cable from Shanghai to Y okohama.

Thisisthe first segment of the transpacific cable connecting China to the United States. From midnight on 9 February 2001 till 20 February,
millions of usersin China and othersin Southeast Asia suffered a severe delay or atotal disruption of service.

The cause was transparent: atrawler captain was trawling too deeply in a clearly marked zone. China Telecom officials reported that the cut had
occurred near Y okohama and that repairs were already underway. Duncan Clark of BDA, a Beijing-based Internet consultancy stated that the
cable was cut near Shanghai. NANOG &l so reported the cut as near Shanghai. Wherever the cut occurred, a new cable was laid and in service 11
days later. Contrast this with the three hours for the Ohio cable cut: under-sea cables are harder to repair than surface cables.
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9/11

This brings usto 11 September 2001. Asyou all know, just before 9 AM EDT an airplane plowed into World Trade Center 2. Twenty minutes
later, a second plane struck WTC 1. Asamajor commercial center, this was amalicious act that was immediately noticeable on the Internet.
Damage to the surrounding area made the effect even more dramatic. Three transatlantic fiber cables came ashorein WTC 7, which was leveled
by debris. Verizon had a major switching station on West Street. There were colocation hotels on Broadway and on Broad Street. See Figure 9.

The Internet was made up of about three-quarters of amillion hosts at the time of the Northridge earthquake; reachability dropped by over 25%
for nearly 24 hours. Last September, there were about 160 million hosts on the net. At the time of greatest disruption, reachability dropped about
9%. And it returned to within 2% of ‘‘normal’’ within 90 minutes; see Figure 10.
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It was amajor disaster, but packet switching really demonstrated that even with amassive rent in its fabric, re-routing could compensatein real
time.
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Effects within New Y ork City were a bit different. After the actual attacks, amajor surge in packet loss occurred, lasting all night; see Figure 11.
The exact cause is elusive, but it was probably due to increased traffic, as people used the Internet to communicate, both by electronic mail and by

putting pictures on web servers.
The transatlantic rerouting pattern was the most dramatic: with three cables to lower Manhattan truncated, the latency to Boston doubled and that

to Washington nearly tripled within 20 minutes. Over the next four hours, this waned to merely 10-15% above normal. It was clear that as
London, Amsterdam and Frankfurt became backed-up, the routers found other paths.
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